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CERTIFICATION TEAM PRACTICES
SECTION 1: INTRODUCTION

The Cleanroom process model for software system development projects is presented in Volume
I - Cleanroom Process Overview of this series of Cleanroom Process Manuals. This manual,
Volume 6, describes the activiies of Cleanroom software certification for each
increment/accumulation of project development. Process P5.j.2, Preparation for Certification of
Accumulation j and process P6.j, Software Certification for Accumulation j, are expanded into
engineering subprocesses (i.e., tasks) for execution by Cleanroom-trained software engineers.
These tasks result in the preparation for and performance of the certification of developed
software.

The reader of this volume should be familiar with the information and terms described in Volume
4 - Cleanroom Software Specification. This volume builds on the theory involving software
usage modeling which is introduced in volume 4.

1.1 Background and Motivation

Cleanroom software certification focuses on the principle of Statistical Quality Control (SQC).
The goal of SQC is to control and improve product quality by a statistical assessment of the
process that creates the product. Software testing using SQC allows the projection of the level
of correctness that a product will exhibit from testing with only a sample of the total usage of
the product. This is a paradigm shift from typical software testing approaches. Traditional
software testing attempts to find as many faults as possible before the product is shipped to the
customer. The more traditional structural or functional testing approaches can only base their
expectation of field behavior of the product on the observation, or lack of observation, of failures
from a non-statistical suite of test scenarios. SQC-based software testing allows the inference of
the quality observed in the testing environment to the expected quality in the operational
environment because testing is conducted from the users’ point of view.

Cleanroom follows a notion of SQC similar to that found in the manufacturing industry.
Deming's ideas of SQC for manufacturing, conceived in the 1950's, are concerned with imperfect
manufacturing of a product in which the statistics are gathered by measuring the quality of a
sample of the actual product (each sample item is used once to determine whether or not it
works). Mills applied and extended Deming's ideas to software in the 1980's. Mills focuses the
concern for software on an imperfect design process in which the statistics are measured from
sample uses of a single product (i.e., the software). This makes possible a statistical certification
of software based on an operational profile of software usage.

The fact that most software has very large numbers of possible inputs and outputs means that it
cannot be exhaustively tested. As a result, any testing approach will exercise only a small portion
of the total input domain and output range. Thus the challenge is to find a subset (sample) of
inputs that maximize the net gain of testing the software.

ID52 - Vol. 6 - Certification Team Practices Page 2




Mills argues that statistical testing, in which tests are randomly genera‘ed based on a probability
distribution that simulates anticipated field usage, is the best strategy for two reasons.

First, since the test cases represent real usage, statistical testing tends to uncover errors
in the order of their contribution to the mean time to failure (MTTF) of the software.
Thus, as failures are removed, the largest possible gain in the MTTF is achieved.
Furthermore, any failure likely to be encountered by users is likely to be discovered
during the statistical test. If failures remain in the software after a statistical test, they
tend to be low probability failures.

Second, the random nature of the test allows the use of rigorous statistical techniques to
measure the user-perceived quality of the software. Introducing SQC to software testing
allows the testing process to become a process of scientific software certification instead
of a seemingly endless cycle of finding and removing failures. In fact, ordinary testing
and debugging is an endless cycle indeed because fifteen per cent of the fixes lead to new
failures, even with the best of programmers with the best of intentions. This is hard to
believe, but it is true! As a result, typical large systems never go to zero failures, but
stabilize at a higher level. It is frustrating, but true, that new failures arise, whether the
original programmers or new programmers do the fixing. Some failures are due to
misconceptions of the original programmers, who imagine a different specification or a
different utility than might exist. Some failures are due to new programmers, who
imagine a different program design than might exist.

1.2 Cleanroom Process Manual Mission

The mission of this process manual for Cleanroom software certification is to organize and
explain the set of specific tasks performed by the Cleanroom Certification Team for each
accumulation of a project. Certification tasks are described and the relationships among the tasks
are defined. The Cleanroom Certification Team shall create the test plan, test scenarios, and
expected execution results for an accumulation. Additionally the Certification Team shall certify
the correctness of the accumulation by executing the test scenarios in the manner defined by the
test plan, and comparing the actual results to the expected results to determine correctness.
Templates are presented as recommended formats for the presentation of information and task
results.

1.3 Cleanroom Certification Process Models - P5.j.2, P6.j

The incremental development of the Cleanroom process mandates that the software also be
certified an increment at a time. This makes the certification process more manageable and
allows the certification and development tasks to proceed in parallel. Additionally, the code for
each prior increment is included in the certification of later increments; making the certification
for the early increments more thorough. This incremental development allows an iterative
assessment of the quality of the code as well as the process that created the code.
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The certification results of each increment are independent from the prior increments'
certification. None of the data for previous increments is included in the certification of the
current increment. However, since the code is included, the final certification (i.e., for the
released product) includes pertinent information from each increment by default. The results of
the ceriification of early increments (i.e., those not released to customers) are intended to give
feedback to project management about the quality of the process, to developers about the quality
of the code, and to certifiers about the effectiveness of the usage model.

As described in Volume 1 of the Cleanroom Process Manuals, Cleanroom system and software
development can be described in a detailed process model. A complete development project for
a system can be divided into accumulations for certification preparation. The engineering task
for the preparation for the certification of accumulation j is labeled P5.j.2, Prepare for
Certification of Accumulation j. The detailed process model for P5.j.2 is:

proc P5.j.2: Prepare for Certification of Accumulation j
[This process results in test plan and test scenarios for accumulation j)
[P5.j.2: Prepare for Certification of Accumulation j]

con
do
do
C5.j.2.1:  Prepare test plan;
until
Completion Conditions for C5.j.2.1 achieved
od;
do
con
(C5.j.2.2:  Prepare test scenarios or test scenario generator for accumulation j;
(C5.j.2.3:  Determine expected results for test scenarios;
noc;
until
Completivn Conditions for C5.j.2.2 and C5.j.2.3 achieved
od;
od;

C5.j.2.5:  Increase Understanding of Problem and Solution Domains;
noc;

corp;
Process P5.j.2, and its component tasks, will be described in detail in section 2 of this document.

As described in Volume 1 of the Cleanroom Process Manuals, Cleanroom system and software
development can be described in a detailed process model. A complete development project for
a software system can be divided into accumulations for certification. The engineering task for
the actual certification of accumulation j is labeled P6.j, Software Certification for Accumulation
J- The detailed process model for P6.j is:
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proc P6.j: Software Certification for Increment j
[P6.j certifies the code, and makes the decision as to whether an increment will be accepted
or rejected.]
do [P6.j: Software Certification for Increment j]

C6.j.1: Build Accumulation j;

if no pre-certification failures

then

while
certification plan requires more tests and sufficient failures have not been observed
to make it desirable to terminate testing and wait for corrections

do
C6.j.2: Perform Certification Tests for Accumulation j;

od;

fi;

if at least one failure observed and observed failures are considered to be correctable

then

C6.j.3: Prepare failure report(s);
D6.j.4: Correct failure, verify correction and prepare ECN;

fi;

M6.j.5: Management Decision: (1) certification complete-accumulation quality satisfactory,
(2) certification complete-quality not satisfactory-replanning Is required or (3)
certification should continue;

if not Management Decision is certification should continue

then
C6.j.6: Prepare Certification Report;
fi;
until
Completion Conditions achieved for C6.j.6
od,
corp;

Process P6.j, and its subtasks, will be described in detail in section 3 of this document.
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CERTIFICATION TEAM PRACTICES
SECTIO~ 2: DEVELOP AND ANALYZE MARKOV USAGE MODEL TASKS

The material .n this section direcly supports the work of the Specification Team in the
preparation of the Volume V of the specifications. The engineering task to Develop and Analyze
the Markov Usage Model is S$4.i.2.7 and the engineering task to prepare Volume V of the
specification is $4.i.4.5 Record Cycle i Results in Usage Profile Volume. This material is being
discussed in this volume because of the logical connection preparing the usage profile and then
using the profile to support the software certification.

Engineering task $4.i.2.7 can be decomposed into finer engineering tasks as follows:

proc S4.i.2.7: Develop and Analyze Markov Usage Model
do [S4.i.2.7: Develop and Analyze Markov Usage Model]
con
54.1.2.7.1: Determine Usage States;
54.i.2.7.2: Determine Transition Possibilities and Transition Stimuli;
$4.1.2.7.3: Determine User Classes That Need To Be Modeled;
for each class of user to be modeled
do
S54.i.2.7.4: Determine Transition Probabilities;
S4.1.2.7.5: Analyze Usage Model;
od;
54.1.2.7.6: Document Model(s) In Specification Volume V;
noc;
until
usage model(s) and specification volume are complete
od;
corp;

Engineering practices for performing each of these engineering tasks are discussed in the in this
section. The result of this work is documented in volume 5 of the Specification.

2.1 Usage Profile

A usage profile for a software system or any accumulation of a Cleanroom project is an external
description of software interaction with users. Users are any human, program, device, etc. that
can apply stimuli to the software. A usage profile is defined by a Markov model consisting of
a set of states which represent the operational states (called the usage state) of the software and
a set of arcs labeled with external stimuli which cause state transitions. Associated with each
state is a stimulus distribution that simulates the application of stimuli from that state by a
particular user. A usage profile defined in this manner is a formal mathematical system; namely,
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a discrete parameter Markov chain. This usage Markov chain is a source for analysis that lends
insight into important usage characteristics of the software.

The objective of this section is to specify engineering practices that are helpful in developing a
usage profile model. Usage models can be specified in either a graphical form or a table. A
tabular form is specified in Table 2.1.1.

Table 2.1.1 Tabular Format For Usage Model for One Class Of User

From State Transition Stimuli To State Transition Probability

|

Graphical displays are useful for studying some aspects of the model during its preparation or
to help explain the model. A typical graphical display would be a state transition diagram as
shown in Figure 2.3.1 (this figure is explain in detail later) with the addition of arc labels to
define transition probabilities.

A certification tool called the Certification Assistant (CA) has been developed by SET, Inc. which
processes the above tabular format and automates much of the analysis described in this process
manual. Aspects of the tool are described in various sections of this volume.

2.2 Determine Usage States (S4.i.2.7.1)

As the software operates, it moves from one operational state to another operational state. The
first step in developing a usage profile is to specify all the operational states. This list of states
can be developed by an examination of Specification volumes II and III. Operational states have
nothing to do with actual implemenwation. These are the states defined by the understanding of
the problem and solution domains of the system to be implemented.

Consider the simple selection menu pictured in Figure 2.2.1. The input domain and simplified
transition rules appear in Table 2.2.1. The first menu item, Project Manager, is used to define
a project (the semantics are not described here for simplicity). The project name then appears
in the upper right corner of the screen. Once a project is defined the next three items, Network
Definition, Reliability Information, and Certification Model can be selected to perform their
respective functions (also not described). If no project is defined, these items cannot be selected.
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Figure 2.2.1: An Example Screen Layout

Arrow Keys to Move Cursor Enter to Select

Table 2.2.1 - A Simplified Specification for the Example Menu

Stimulus Condition Response
Invoke Display menu with "Project
Manager"
Invoke filename is not a valid ngllle%}) tren%nu with "Project
w/filename project Manager"
highlighted
filename is a valid project Display menu with "Project
Manager"

highlighted and filename appearing
in the Current Project box

Up Arrow key | "Project Manager" Move highlight bar to "Exit System"
M highlighted
Move highlight bar up one line
otherwise
Down Arrow | "Exit System" highlighted Move highlight bar to "Project
key Manager"
G
otherwise Move highlight bar down one line
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Stimulus Condition Response

Enter key "Project Manager" Display the Project Manager screen

()] highlighted
Terminate the software
"Exit System" highlighted
null
highlight bar on any other
option and no active project
Display the appropriate screen
highlight bar on any other
option and a project is
active

Any other key null

Determining the usage states for the software requires creation and design similar to
creating a state box from a black box. There is no algorithm that can accomplish this
task; however, one must keep in mind that usage states are determined from a users'
point of view. Examples of common usage states for applications software are: cursor
location, window configuration, and data file attributes. For real-time software,
common usage states are: bus or device phase, buffer contents, instrument or sensor
readings, exception conditions, and timing considerations.

For this example, usage states are defined to be those attributes of the software
affecting the application of stimuii by the user. In this example, the state is (i) the
current screen (menu=S1, project manager=S2, network definition=83, reliability
information=84, and certification model=S5) , (ii) the location of the highlighted bar
(which for screen 1 is: project manager=L1, network definition=L2, reliability
information=L3, certification model=L4, and exit system=L35), and (iii) whether or not
a project is active (Yes or No). Thus a usage state appears as a triple; for example,
(S1,L3,Yes) is an element of the usage state set.

Invocation of the software can occur with either no filename supplied, an illegal
filename, or a legal filename. In the case of the first two, the usage state becomes
(S1,L1,No), i.e., the first screen is displayed, the highlight is on option 1, and no
project is currently active. In the case of invocation with a legal filename, the usage
state is (S1,L1,Yes). From each of these new states, all possible stimuli must be
considered.  These stimuli are: the arrow keys, which change the location of the
highlight bar, and the enter key, which either causes a null response when no project
is active or a screen change when a project is active.

This information is recorded in Section 1 of Volume V of the specification.
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2.3 Determine Transition Possibilities and Transition Stimuli (S4.i.2.7.2)

In order to describe the transitions between system states, it is necessary to understand the nature
of the stimuli to the system. The potential stimuli for each state need to be listed.

The usage states and stimuli can be organized as the expected usage profile. The format of a
usage profile is a state transition diagram (STD). The STD is organized by connecting usage
states with directed arcs, labeled with appropriate stimuli (and their probability), which cause the
state transitions. Alternatively, a transition matrix is an equivalent representation using the states
as indices and the transitions (stimuli) as the matrix entries.

Figure 2.3.1: An Example State Transition Diagram

The complete transition diagram for this example appears in Figure 2.3.1. Note that the "any
other key" stimulus could be included by installing an arc from each state to itself labeled
appropriately. As with all aspects of Cleanroom, the transition diagram can be represented in
either a graphical (STD) or a tabular (text) format.

2.4 Determine User Classes (54.i.2.7.3)
Certification requirements typically include multiple user types that are foreseen as potential end-
users. Each distinct class of user should be listed. Additionally, some applications have distinct

modes or usage. For example, a software system may have an installation mode and a mode of
normal operation. Each such mode should also be listed.
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Each user class and set of requirements may necessitate the definition of a stratum of use. A
stratum is a subset of the usage profile that describes a particular user type or satisfies a
requirement or set of requirements. For each stratum, several questions must be answered. First,
where will the randomization will occur in the stratum. Randomization can be in either the
control flow, the data items, or (preferably) both. Second, statistical aspects of the stratum must
be determined through analysis. The analysis will describe pertinent statistical properties of the
stratum including, expected number of stimuli/states in a scenario and the expected makeup of
each scenario. Third, for each stratum, the mapping back to user classes and requirements must
be made explicit. The purpose of each stratum and the reason for including it in the certification
needs to be clear.

Each stratum will have an associated usage profile.
2.5 Determine Transition Probabilities (S4.i.2.7.4)

The usage profile is a mechanism that is capable of randomizing both the control flow through
the software as well as the data that is input to the software. For example, if the user can enter
an alphanumeric string then the usage profile should allow for all possible combinations of
alphanumeric characters that comprise such a string, i.e., a string of random length with random
values. Thus the stimuli distributions of the usage model take the form of either a single symbol
of alphanumeric data or a series of symbols. Of course the sensible values must be given a
higher probability weight than the totally random ones. The goal is to randomize every aspect
of use (control flow and data) but the cost of doing this may be too great in some instances. If
it is determined that it is too costly to randomize all the data, certifiers can either sample from
actual data or pre-generate random data. States and arcs are installed in the model to instruct the
certifier to select from this pre-generated data when it is needed.

Transition probabilities can be established in three different ways.

1. If actual user sequences are available from a prior version or prototype of the software, stimuli
transitions in these sequences can be counted to obtain relative frequency estimates of the
transition probabilities. This is the most desirable method of establishing transition
probabilities.

The transition probabilities are established by counting corresponding stimuli in the user
sequences and converting these to probabilities (dividing each frequency by the sum of the
frequencies of all arcs that leave a given state). One must take care to obtain sequences that
are structurally complete, i.e., each transition defined in the chain appears in the user
sequences. If structurally complete sequences are not available, a good practice is to initialize
each frequency count to 1 before counting the frequencies in the sequences.
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2. One can use hypothesized sequences of use to determine relative frequency probabilities if
there is some knowledge of intended (or even sensible) use. In the absence of explicit usage
information, this is often the best way to obtain the transition probabilities.

Note that the issue of structural completeness must be resolved in the case of hypothesized
sequences as well.

Hypothesizing sequences of use requires that the software engineers place themselves in the
role of the user and construct sequences of use (assuming that the user will use the system in
a careful and reasonable manner) to perform each black box subfunction. For example, the
menu example used above has five options from which the user can choose, thus, sequences
that describe all the "sensible" ways of executing each option can be constructed. These
sequences are listed below.

To select the PROJECT MANAGER option,

(i) Invoke w/o file, Enter
(ii) Invoke w/ illegal file, Enter

To select the NETWORK DEFINITION option

(iii) Invoke w/ file, Dn Arrow, Enter

To select the RELIABILITY INFORMATION option
(iv) Invoke w/ file, Dn Arrow, Dn Arrow, Enter

To select the CERTIFICATION MODEL option

(v) Invoke w/ file, Dn Arrow, Dn Arrow, Dn Arrow, Enter
(vi) Invoke w/ file, Up Arrow Up Arrow, Enter

To select the EXIT SYSTEM option

(vii) Invoke w/ file, Dn Arrow, Dn Arrow, Dn Arrow, Dn Arrow, Enter
(viii) Invoke w/ file, Up Arrow, Enter

The frequency counts (and, therefore, probabilities) can be tabulated using the format of Table
2.1.1 as follows. Each arc is assigned an initial frequency of 1. Now each of the above
sequences are used to increment the frequency count on the corresponding arc to obtain
informed probabilities. Table 2.5.1 lists each frequency and probability obtained in this
manner.
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Table 2.5.1 Obtaining Informed Probabilities From Hypothesized Sequences

From State Transition Stimuli To State Transition Probability
Uninvoked invoke w/o filename or {S1,L1,No} 3/10
{---} invoke w/invalid file

invoke w/valid file {S1,L1,Yes} 7/10

{S1,L1,No} d {S1,L2,No} 1/5
T {S1,L5,No} 1/5

J {S2,L1,No} 3/5

{S1,L2,No} d {S1,L3,No} 1/3
T {S1,L1,No} 1/3

J {S1,L2,No} 1/3

{S1,L3,No} ! {S1,L4,No} 1/3
T {S1,L2,No} 1/3

.J {S1,L3,No} 1/3

{S1,L4,No} ! {S1,L5,No} 1/3
T {S1,L3,No} 1/3

_1 {S1,L4,No} 1/3

{S1,L5,No} l {S1,L1,No} 1/3
T {S1,L4,No} 1/3

o Terminated 1/3

{S1,L1,Yes} d {S1,L2,Yes} 5/9
T {S1,L5,Yes) 3/9

J {S2,L1,Yes} 1/9
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From State Transition Stimuli To State Transition Probability

{S1,L2,Yes) i {S1,L3,Yes} a1

T {S1,L1,Yes} 177

| {S1,L2,Yes} 277

{S1,L3,Yes} d {S1,L4,Yes} 3/6

1) {S1,L2,Yes)} 1/6

| {S1,L3,Yes} 2/6

{S1,L4,Yes} d {S1,L5,Yes} 2/6

T {S1,L3,Yes} 1/6

o {S1,L4,Yes} 3/6

{S1,LS,Yes) d {S1,L1,No} 1/6

T {S1,L4,No} 2/6

o Terminated 3/6
{S2,L1,No} null {S1,L1,No} 1
{S2,L1,Yes} null {S1,L1,Yes} 1
S3 null {S1,L2,Yes} 1
S4 null {S1,L3,Yes} 1
S5 null {S1,L4,Y s} 1
| Terminated null Uninvoked 1

3. In the absence of any information whatsoever, a "maximum uncertainty" estimate can be used
by assigning a uniform probability distribution across the exit arcs at each state. Despite the
fact that this is a completely uninformed method of assigning transition probabilities, it can
result in an effective statistical test. Often, the analytical results, discussed in the next section,
give insight into minor adjustments that increase the usefulness of the model.

The first two approaches lead to informed probabilities. The first approach will generate the most
accurate estimate of probabilities but in many case the cost may be judged to be greater than the
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benefit or the alternative systems are not available. The second approach can always be used.
The third approach leads to uninformed probabilities.

2.6 Analyze Usage Models (S4.i.2.7.5)

A complete usage Markov chain is a formal and mathematical system and is therefore subject to
comprehensive statistical analysis. The analysis is aimed at answering question such as:

How long will it take a user to supply each stimulus?

With what distribution are the stimuli being supplied by the users?

With what distribution are the sequences being supplied by the users?

Which parts of the system will see the most use?

If the transition probabilities are changed, what is the net effect on system usage?

The analysis takes the form of defining random variables that describe software usage and then
deriving their expectation and standard deviation directly from the Markov chain. The following
is a list of random variables which have been identified, derived, and interpreted and are available
for immediate incorporation into any usage modeling application.

the number of steps until a given stimulus appears

the number of steps until all stimuli appear

the probability with which each stimulus appears over time

the number of steps until a stimulus recurs (appears again)

the number of appearances of a stimulus in a single user session

the number of user sessions between appearances of a given stimulus
the probability that a given stimulus appears in a session

the number of sessions until a given stimulus appears

the number of sessions until all stimuli appear

the probability that a given session will occur

A sample of analytical results for the example menu appear in Table 2.6.1 using the hypothesized
data for stimulus distributions and in Table 2.6.2 using uninformed probabilities. These results
are computed automatically by SET's CA software. The CA tool takes as input the tabular format
of the usage profile and creates usage statistics reports which are helpful in obtaining accurate
usage representation and in optimizing the effectiveness of the statistical test.

The analytical results allow engineers to discover the properties and capabilities of the usage
model that are not obvious from the model itself. The best example of this is the expected time
until all the stimuli appear. This is in no way obvious by looking at thc model, but it is a very
important measure for developers in determining which stimuli appear more often than others and
for certifiers when they are attempting to determine an expected test budget.
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The Specification Team must determine whether or not these results match any known usage
information or intuition. If so, then the usage profile developed is a suitable starting point for
the Certification Team. If not, then either structural (states and arcs) changes or statistical
(transition probabilities) changes must be made and the results recomputed and analyzed to
determine whether a more appropriate profile has been achieved. In other words, the construction
of the usage model and the estimation of its parameters is an iterative process that involves
several cycles of estimation and analysis before an appropriate model is obtained.

If changes to the model are necessary, the analytical results are used to indicate where the
adjustments can most effectively be made. For example, if a stimulus has too low a probability,
one should adjust the transition probabilities corresponding to the arcs on which the stimulus
appears and/or the arcs leading to the stimulus from the invocation state.

Tahle 2.6.1 - Lutical Results for the L1 Chain with Inf { Probahiliti
The expected use length: 21.7 stimuli

The expected number of uses until each state is visited: 8.43
The expected number of uses until each arc is traversed: 16.67

A: The expected number of state transitions until each state occurs from Uninvoked
(and standard deviation)

B: The probability that a state occurs between Uninvoked and Terminated

C: The expected number of occurrences of a state between Uninvoked and Terminated
(and standard deviation)

D: The steady state probability of each state

E: The expected time until a state recurs
(and standard deviation)

State A B C D E
{screen line filename)
Uninvoked 22.73 1.0 1.0 0.044010 22.73
{ " l (21 ~28) (O) (22-01)
{S1,L1,No} 4474 03 2.7 0.118827 842
(57.38) 6.21) (7.96)
{S1,L2,No} 71.14 0.22 1.44 0.063375 15.80
(71.78) (3.94) (15.45)
{S1,L3,No} 87.02 0.19 1.26 0.055453 18.05
(89.90) 3.7 (17.61)
{S1,L4,No} 85.61 0.2 1.08 0.047531 21.05
(86.71) a3.07 (19.87)
{S1,L5,No} 54.74 03 0.9 0.039609 25.25
(58.25) (1.92) (21.75)
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State A B C D E
{screen Jine filename }

{S1,L1,Yes} 14.71 0.7 1.28 0.056550 17.70
(31.33) (1.33) (17.30)

{S1,L2,Yes} 25.32 0.5 1.46 0.064334 15.55
| (40.79) (2.24) (14.76)
T {S1,L3,Yes} 27.59 0.49 1.98 0.087216 11.47
(40.90) 3.19) (10.98)

{S1,L4,Yes} 26.89 0.53 292 0.128292 7.80
(38.22) 4.53) (5.43)

{S1,L5,Yes} 22.73 0.7 14 0.061614 16.23
3237 (1.5) (15.45)

{S2,L1,No} 51.77 0.25 1.62 0.071296 14.04
(67.51) (4.06) (12.94)

{S2,L1,Yes} 172.87 0.12 0.14 0.006283 161.29
(187.02) 0.42) (161.13)

{S3} 78.72 0.23 0.42 0.018381 54.64
(90.59) 0.97) (50.87)

{§4} 60.99 0.28 0.66 0.029072 34.48
(70.27) (1.42) (34.29)

{S5} 41.48 0.39 1.46 0.064146 15.60
(50.31) 2.71) (15.43)

Terminated 21.73 1.0 1.0 0.044010 22.73
{---] (21.28) ©0) (22.01)
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Table 2.6.2 - Analytical Results for the Usage Chain with Uninformed Probabilities

The expected use length: 25.9 stimuli
The expected number of uses until each state is visited: 4.67
The expected number of uses until each arc is traversed: 9.43

A: The expected number of state transitions until each state occurs from Uninvoked
B: The probability that a state occurs between Uninvoked and Terminated

C: The expected number of occurrences of a state between Uninvoked and Terminated
D: The steady state probability of each state
E: The expected time until a state recurs

State A i B C D E
{screen line filename }

[ Uninvoked 26.9 1.0 1.0 | 0037175 26.90
{-e) (25.25) ©) (23.65)
{SL.L1.No} 30 0.5 27 | 0.100372 9.96

(49.44) 4.38) 6.52)
{S1.L.2.No} 47.38 0.36 24 | 0089219 121 |
(63.68) (4.85) (7.45)
{S1,L3.No} 58.14 0.32 21 | 0078067 12.81
(71.66) @.61) (8.96)
I ts1..4.N0) 57.5 0.33 18 | 0066914 14.94
(69.41) (.79 (10.82)
{SL.LS.No} 36.8 0.5 15 | 0.055762 1793 |
(50.01) 2.29) (11.36)
(SLL1.Yes) 258 0.5 27 | 0.100372 9.96
(41.65) (4.38) 6.52)
{S1.L2,Yes) 4197 0.36 24 | 0.089219 1121
(54.32) (4.85) a.45) |
(S1.L3,Yes} 52.54 0.32 21 | 0.078067 12.81
(61.54) @.61) (8.96)
(SLLA,Yes) 527 0.33 18 | 0066914 14.94
(59.87) (3.79) (10.82)
(S1.LS.Yes} 338 0.5 1.5 | 0.055762 17.93
42.74) 2.29) (11.36)
{S2.L1.No} 58.89 0.32 09 | 0.033457 29.89
(73.48) (1.82) (20.73)
(S2.L1,Yes} 54.69 032 09 | 0033457 29.89
(65.12) (1.82) (20.73)
(S3) 74.6 0.25 08 | 0029740 33.62
81.01) (1.92) (26.14)
(S4) 89.97 0.22 07 | 0.026022 38.43
(92.98) (1.81) (31.48)
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State A B C D E
{screen line filename }

{S4} 89.97 0.22 0.7 0.026022 38.43
(92.98) (1.81) (31.48)

{S5} 96.53 0.21 0.6 0.022305 44.83
(97.75) (1.55) (34.25)

Terminated 25.9 1.0 1.0 0.037175 26.90

{---} (25.25) ) (23.65)

Understanding and interpreting the analytical results is an important step for the certification
team. The Certification Assistant tool will compute the results automatically and print summary
reports as well in order to aid in this analysis process. The analytical results are also packaged
into a coverage report by the CA which gives a return-on-investment analysis. The report gives
a sequence-by-sequence analysis of the expected coverage of states and arcs of the usage model.
The report is shown in Table 2.6.3.

Table 2.6.3 Expected Coverage Report

T Sequence Number % States Covered % Arcs Covered
1 11.76 87.20
2 29.41 87.54
3 47.06 88.58
4 70.59 90.31
5 88.24 91.70
6 94.12 92.39
7 94.12 92.73
8 94.12 93.08
9 100.00 93.77

10 100.00 94.81
11 100.00 94.31
12 100.00 95.16
13 100.00 95.85
14 100.00 96.89
15 100.00 98.27
16 100.00 99.31
17 100.00 100.00

2.7 Document Model(s) In Specification (54.i.2.7.6)
The models and all supporting analyses needs to be documented in Volume V of the

Specification. The outline specified in Section 5.5 of Volume 4 can be used to guide the
preparation of the volume. The outline for that volume is:
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Section 1: Usage States

This section contains a list of each usage state element and an enumeration of each usage state.
If any usage states are omitted, the reasoning supporting the omission should be included in this
section.

Section 2: Transition Possibilities and Transition Stimuli

This section should contain either the STD and/or the tabular representation of the transitions
among the usage states, the stimuli that cause each transition, and the probability with which each
transition occurs. Furthermore, some reasoning of each distribution should be included. If any
real or hypothesized data was used to determine the probabilities, it should be included or
referenced.

Section 3: User Classes

Each user class should be listed along with justification of its importance.

Section 4: Usage Model Analysis

The statistical analysis of section 2.6 should be performed in its entirety and included in the
specification. Any results of specific interest should be highlighted. Specifically, any resulting
arguments about the appropriateness of the probabilities should be included that is based on the
analytical results.

Section 5: Assumptions

In developing the usage profile, it may be necessary to make certain assumptions. For example,

a description of assumptions concerning the usage states and stimuli distributions should be
completely documented to the satisfaction of all appropriate stakeholders.

2.8 Usage Profiles For Increments

The software will be constructed and certified in increments. Each increment is executable by
user commands. In order to measure the reliability of each increment, it is necessary to develop
a usage profile for each increment from the usage profile for the entire system. The expected
usage profiles for each increment are developed in process P5.j.1. The Markov model for the
entire system is specialized for each accumulation of increments. Procedures for doing this are
discussed in section 3.2.
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CERTIFICATION TEAM PRACTICES
SECTION 3: PREPARE FOR CERTIFICATION OF ACCUMULATION J TASKS

Both processes P5.j.1 and P5.j.2 include engineering tasks that prepare for the certification of an
accumulation. Process P5.).1 includes engineering task S5.j.1.2 which results in a usage profile
tailored to accumulation j.

proc P5.j.1:  Tailor Specification to Increment/Accumulation j
do [P5.).1: Tailor Specification to Increment/Accumulation j]
con
S5.j.1.1:  Tailor Black Box function to increment/accumulation j;
§$5.j.1.2:  Tailor Usage Profile to increment/accumulation j;
noc;
until
Completion Conditions achieved for $5.j.1.1 and S5.j.1.2
od;
corp;

Engineering practices for performing task S5.j.1.2 are discussed in section 3.1.

Process PS.j.2 includes all the other tasks that are required to prepare for the certification of an
accumulation.

proc P5.j.2: Prepare for Certification of Accumulation j
[This process results in test plan and test scenarios for accumulation j]
[P5.j.2: Prepare for Certification of Accumulation j]

con
do
do
C5.j.2.1:  Prepare Test Plan;
until
Completion Conditions for C5.j.2.1 Achieved
od;
do
con
C5.j.2.2:  Prepare Test Scenarios or Test Scenario Generator for Accumulation
)
CS.j.2.3:  Determine Expected Test Results;
noc;
until
Completion Conditions for C5.j.2.2 and C5.j.2.3 Achieved
od;
od;
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C5.j.2.4:  Increase Understanding of Problem and Solution Domains;
noc;
corp;

Process P3.j.2, Preparation for Certification of Accumulation j, consists of four tasks (i) prepare
test plan, (ii) prepare test scenarios or test scenario generator for accumulation j, (iii) determine
expected results for test scenarios, and (iv) increase understanding of problem and solution
domains. These tasks result in the accumulation test plan deliverable and put the Certification
Team in position to certify an accumulation of a software system. Engineering practices for
performing these four tasks are discussed in sections 3.2 through 3.5.

These activities support the creation of documentation necessary to certify an accumulation of a
software system. The Completion Conditions for each task can be found in Volume 3.

3.1 Tailor Usage Profile to Accumulation j (S5.j.1.2)

A subset of the usage profiles for each user class is developed from the specification and
included in Volume 5 of the specification volume. A subset of the usage profile must be
developed for each accumulation except the last accumulation whose profile is equal to the entire
product profile.

The usage profile developed during the specification phase is specialized to meet the goals
specified in the test plan. Specifically, the Markov chains' corresponding to each stratum are
constructed and analyzed.

The Markov chains for the strata are a subsets of the STD for the accumulation.

A stratum Markov chain can sometimes be directly extracted from the accumulation Markov
chain simply by removing states and/or stimuli and normalizing the probabilities. This creates
a transition matrix which is a subset of the usage profile. It is acceptable to introduce
bookkeeping states and/or null stimuli in order to simplify the sub-models and maintain consistent
organization of the sub-models.

Before any testing begins, the accumulation model should be analyzed as described in section 2.6.
The following analytical results are available from the analysis:

» the number of steps until a given stimulus appears in a test scenario
¢ the number of steps until all stimuli appear in a test scenario

o the probability with which each stimulus appears over time

¢ the number of steps until a stimulus recurs (appears again)

'"The STD with probabilities attached to the arcs describes a finite-state, discrete-parameter Markov process. These
processes are commonty called Markov chains. In this process manual, one can think of the Markov chain as either the
probabilisuc STD or as a transition matrix with the states as indices and the transition probabilities as entries.
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the number of appearances of a stimulus in a single test scenario

the number of sequences that appear between appearances of a given stimulus
the probability that a given stimulus appears in a sequence

the number of sequences until a given stimulus appears

the number of sequences until a// stimuli appear

This information is used to compare the behavior of the stratum Markov chains with the expected
usage results in the test plan. Any inconsistencies must be removed before test scenarios are
prepared.

The analytical results give information that needs to be included in the test plan; specifically, the
information that gives insight into budget considerations (the expected amount of testing until
certain events occur, etc.) should be included in the section on testing constraints/level of effort.

3.2 Prepare Test Plan (C5.j.2.1)

Preparing an adequate test plan for an accumulation of a project is the first step toward accurate
software certification. This test plan is an extension and augmentation of the usage profile.
During the specification phase, the principal objective is to describe usage of the software and
to gain an understanding of how this usage will affect the development and testing of the
software product. During the certification planning phase, the usage profile is augmented by
including other testing-related issues such as requirements modeling, mission-critical usage,
stratification, etc. The test plan is created during this phase and describes in detail the results
achieved during the planning process. The test plan has the following sections:

Certification Statement
Testing Requirements
Testing Constraints
Definition of Strata

LN

Test Plan For [Accumulation j]
Section 1: Certification Statement

The first step in developing an adequate test plan is to organize a certification statement for the
entire software product. That is, what information should the certification process give
stakeholders about operation of the software? Once this statement is created and agreed upon
by all stakeholders, the usage profile is specialized so that the certification statement can be
fulfilled.

The certification statement should cover all important aspects of a software product. The first

such aspect is the intended quality level of the certified product and each accumulation. An
example is as follows.
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The accumulation must show a reliability level of not less than x% for each version® of the
accumulation in the statistical test.

If the accumulation will be released to users then the statement may be altered as follows.

The accumulation must show a reliability level of not less than x% for each intermediate
version in the statistical test and the final version must exhibit failure-free (i.e., correct)
behavior.

Such statements will aid the Certification Team in making stopping decisions and guide them in
determining when to submit failure reports to (and receive engineering change notices from) the
Development Team.

Another important aspect of test planning is to ensure that the certification is meaningful. This
requires accounting for each important attribute of the accumulation in the test scenarios so that
the certification report (which is based on the scenarios) is worthwhile to the end-users. For
example, if one claims a 99% confidence in the correctness of their software but fails to address
any safety-critical issues in the statistical test, then the correctness measure is meaningless to a
large number of stakeholders. Likewise, if the statistical test fails to cover important test
requirements that are mandated by certain stakeholders, then the certification, no matter how
accurate, is incomplete. Thus, the certification statement may be again altered as follows.

The accumulation must show a reliability level of not less than x% for each intermediate
version in the statistical test and the final version must exhibit failure-free (i.e., correct)
behavior. Furthermore, the requirements: r,, r,, ... r,, must each be addressed during the test.

Section 2: Testing Requirements

It is crucial that all testing requirements be stated in test planning phase so that they are
addressed during the statistical test (and thus included in the certification). These include: (i) all
requirements of interest to stakeholders; including any safety-critical or mission-critical functions
that the software performs and (ii) attributes of the input domain and/or internal software state
that should be observed during the test. It is important to remember that the certification results
are conditioned on the usage profile. Any important attribute of the software is certified by
including it in the usage profile and mandating its appearance in the statistical test (via the
certification statement). Of course, one could simply craft a few well-designed test cases in order
to cover important events; however, this keeps such information from being included in the
certification. We prefer including as much information as possible into the usage profile so that
all knowledge about the software's ability to perform its intended function is embodied in the
certification results.

%A new version of an accumulation is obtained whenever changes to the software occur as a result of errors located
during the statistical test.
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Section 3: Testing Constraints

Any testing constraints such as maximum allowable expenditure of resources should be included
in the test plan. Of particular importance are personnel resources and time constraints because
these will impact the number of strata that one may be limited to in the certification.

Section 4: Definition of Strata

Each user class and set of requirements may necessitate the definition of a stratum of use. A
stratum is a subset of the usage profile that describes a particular user type or satisfies a
requirement or set of requirements. For each stratum, several questions must be answered. First,
where will the randomization will occur in the stratum. Randomization can be in either the
control flow, the data items, or (preferably) both. Second, statistical aspects of the stratum must
be determined through analysis. The analysis will describe pertinent statistical properties of the
stratum including, expected number of stimuli/states in a scenario and the expected makeup of
each scenario. Third, for each stratum, the mapping back to user classes and requirements must
b2 made explicit. The purpose of each stratum and the reason for including it in the certification
needs to be clear.

Some stratum may or may not be the focus of the intermediate increments of a software product.
In fact it is reasonable to choose different stratum for each intermediate increment to increase test
diversity and then certify the final increment using all the strata. If such a strategy is to be used,
each stratum should be tied to one or more increments and documented in this section.

For each stratum in an accumulation, the following items are required in the test plan.

Stratum Description and Justification
Randomization Rules

Definition of a Use

Identification of Supporting Data Files
Usage Analysis Expectations
Constraints/Level of Effort

QAN

Section 4.1: Stratum Description and Justification

The goal of defining strata for an accumulation is to optimally characterize usage of the software.
A stratum for each user type is possible as well as any additional strata that increase the value
of the certification for the stakeholders. In particular, the entire accumulation usage profile
represents the most general stratuM for an accumulation. Other useful strata are (i) an illegal
usage stratum, which models incorrect stimuli distributions, (ii) a critical function stratum, which
models exception conditions and other low probability events that may not occur under normal
usage, and (iii) a quickly convergent stratum, which allows for fast input domain coverage.
Multiple user profiles require that the appropriate states and arcs for the increment under test be
duplicated and that new transition probabilities be established that characterize the new stratum.
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These profiles would represent either separate test beds yielding multiple certifications of the
software or can be integrated into a single model which represents a combined user profile (an
average across all users and all strata). The costs of multiple tests must be weighed against the
additional information such test provide in order to determine whether such strata are desirable.
Multiple models raise both the cost and the effectiveness of certification. The cost might be
offset somewhat by manipulating the transition probabilities of the strata profiles to obtain faster
convergence.

Each stratum is justified by mapping the need for the stratum to a specific user class or testing
requirement. The coverage of the testing requirements and user classes is documented by
creating this mapping.

Section 4.2: Randomization Rules

For each stratum, a decision needs to be made about the nature of the randomization present in
the test generation process. For example, one may want to randomize the control flow through
the software during the test but use a fixed set of data files as input. The opposite could also be
true, randomly generated data files could be used during the execution of specific control flow
sequences. In general, one should attempt to randomize as many aspects of the test as possible.

In the case that a defined stratum has only a finite number of test scenarios associated with it,
statistical testing can (and should) be replaced by exhaustive testing. Such an exhaustive test
serves as a proof of correctness given the stratum.

Section 4.3: Definition of a Use

The planning phase is not complete until an acceptable definition of a use for each stratum is
established. This definition will likely be some suitable description of a single user-session with
the accumulation. For example, a user session that begins with invocation of the software and
ends with termination of the software is a common definition of a use for interface-driven
systems. In a real-time environment it might be power-up to power-down or logon to logoff.
It is a good idea to include some sample sequences of use once this definition is established and
agreed upon by all stakeholders.

Certification establishes & quality measure based on the definition of a use, i.e., the software
performs correctly on x% o1 uses. The length of a use can be measured in numbers of stimuli,
processor time, wall clock time, etc. A certification goal establishes the target criterion for the
statistical test. This goal can be in terms of reliability (e.g., .95, .98, 2 sigma, etc.) or MTTF
(e.g., 1000 uses, etc.) whichever criterion makes the most sense for the application. In any case,
testing continues until the target measurement, specified in the certification statement, is reached.

Section 4.4: Identification of Supporting Data Files

ID52 - Vol. 6 - Certification Team Practices Page 26




The file identification of the state transition diagram (STD) files that are input to any automated
processing should be included for easy reference. Additionally, any supporting documentation
should be identified.

Section 4.5: Usage Analysis Expectations

The analysis presented in this volume, section 2.4, is used to evaluate the stratum sub-model and
any specific profiles for the accumulation. This analysis will give insight into the testing
considerations for the specific accumulation. Any knowledge or intuition about usage patterns
of each stratum should be documented so that it can be compared to the results of the statistical
analysis.

Section 4.6: Constraints/Level of Effort

The testing constraints (i.e., resources, budget, etc.) and level of effort that affect each stratum
is documented so that management decisions can be made to resolve any conflicts.

The test planning phase is complete when the certification statement is agreed upon by all
appropriate stakeholders.

A schematic of the test planning phase is picture in Figure 3.2.1. Note that this diagram defines
an accumulation of size nxn and strata of smaller sizes (n-Axn-h and n-ixn-i) as well as a stratum
of the same size as the accumulation model. All of these definitions are legal under the
certification framework. The stratum of the same size as the entire accumulation profile indicates
that the model has the same states and arcs but defines different probabilities. This is a common
occurrence in software certification for different user classes with the same possibility space but
different usage characteristics.

3.3 Prepare Test Scenarios or Test Scenario Generator for Accumulation j (C5.j.2.2)

The number of test scenarios required to certify an increment is directly related to the complexity
of the usage profile defined as a Markov process. From the Markov chain, certifiers compute
the expected number of test scenarios until each stimulus is generated at least once. This number
is excellent insight into the expected minimum amount of testing required to test the increment.

Test generation from the usage chain is achieved by traversing the arcs of the usage chain from
invocation to termination (according to the definition of a use) based on the transition
probabilities. This is easily automated using a good random number generator and any high level
language. The Certification Assistant tool automatically generates these stimuli sequences. As
each arc is traversed, any necessary information is included in a test scenario file. The
information included in the scenario file is determined via test fragments which correspond to the
arcs of the chain. Most often, the test fragments simply output a single stimulus label or a series
of labels. Thus the test scenario is a sequence of stimuli that the certifier applies to the software,
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Figure 3.2.1: The Test Planning Process
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in the order given, when the accumulation is available for certification. Some items that are
useful information to included in the test fragments are listed below.

state labels (operational software state)

arc labels (stimuli)

responses, pre-conditions, post conditions

requirements met

any other information that will be helpful in executing the scenario

The analytical results help certifiers discover capabilities and properties of the usage model which
are not directly apparent from the model itself and to make predictions about how the test will
unfold, e.g., the expected amount of testing until all the stimuli appear at least once, etc. If the
values computed analytically do not match some known usage probabilities or intuition, then an
investigation into (and possibly re-estimation of) the appropriate transition probabilities is merited.
Furthermore, since certifiers are able to statistically assess the amount of testing necessary to get
appropriate domain coverage and usage representation, they are able to formulate a testing budget
based on information obtained through scientific analysis.

IDS2 - Vol. 6 - Certification Team Practices Page 28




A sample of two test scenarios from the example usage profile in section 2.2 of this volume
appear in Table 3.3.1. In this example, the test scenario consists of a sequence of external
stimuli, no states are necessary to execute the scenarios.

Table 3.3.1: Test Scenarios and Expected Results

Sequence Number 1: Expected Response 2:

Expected Response 1: | Sequence Number 2:

t CRM <legal_filename> name in project field CRM project field blank

| Dn Arrow key
i Enter key

| Enter key
1 Enter key

| Dn Arrow key
Up Arrow key

i Dn Arrow key
Enter key

Dn Arrow key
Up Arrow key
Enter key

i Dn Arrow key
Enter key

Dn Arrow key
Up Arrow key
Dn Arrow key

cursor on line 2
display screen 3,
back to screen 1
display screen 3,
back to screen 1
display screen 3,
back to screen 1
cursor on line 3
cursor on line 2
cursor on line 3
display screen 4,
back to screen 1
cursor on line 4
cursor on line 3
display screen 4,
back to screen 1
cursor on line 4
display screen 5,
back to screen 1
cursor on line 5
cursor on line 4
cursor on line §

Dn Arrow key

t Enter key

Dn Arrow key

Up Arrow key
Up Armrow key

| Up Arrow key
| Dn Arrow key

Enter key

Enter key

i Up Arrow key

Enter key

cursor on line 2

display screen 3,
back to screen 1
cursor on line 3

cursor on line 2

cursor on line 1

cursor on line 5

cursor on line 1

display screen 2,
back to screen 1
display screen 2,
back to screen 1
cursor on line §

exit to OS

3.4 Determine Expected Test Results (C5.j.2.3)

Determining the expected results for the test sequences is a difficult manual step for which we
can, unfortunately, offer no profound wisdom as guidance. Basically, one must use the
specification as the oracle for determining the expected external responses and behavior of each
test scenario. It is a good practice to record these responses (in the form of screen display,
changes to data files, etc.) in advance to ease the burden of comparing the actual and expected
result for each test scenario.

An example of expected results is included in Table 3.3.1.
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3.5 Increase Understanding of Problem and Solution Domains (C5.j.2.4)

Many issues and questions arise during all phases of the Cleanroom certification process. These
issues are often the result of some new, unknown factor being noticed. This factor may become
a part of the certification activity or it may not. But to make any sort of determination, the issue
must be understood. As a result, the Certification Team must find clarifications and answers
expeditiously.

The first task required of the Certification Team when faced with a issue or question is to fully
understand it. This will require talking with the individual(s) who raised the problem. If it is
a